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Objectives
 What are HIPAA and HITECH and what do they actually mean?

 What do the rules really say?

 What does HIPAA say about patients’ rights?

 What does HIPAA says about providers’ responsibilities?

 What is PHI?

 To disclose or not to disclose?

 How to de-identify patient information

 Are you in violation?

 Proper releases

 Are your policies HIPAA compliant?



HIPAA??



Health Information Portability 

and Accountability Act of 1996

Health Information Technology 

for Economic and Clinical Health

What are HIPAA and HITECH and what do they 

actually mean?



Health Information Portability and 

Accountability Act

 Passed by the United States Congress in 1996 with 

the following in mind:

 Portability of Insurance

 Protection and Privacy of Healthcare Information

 Standardization and Efficiency in Health Care Data

 Prevention of Discrimination and Fraud



Administrative Provisions 

 Specific Transactions and Code Sets

 National standard unique identifiers for employers, health 

plans, and health care providers

 Security and electronic signatures



Who is mandated to follow HIPAA 

requirements?

 The law calls them “covered entities”

 Health Care Providers

 Health Plans

 Health Care Clearinghouses



What is PHI?

 Protected Health Information

 Any information that is individually identifiable health 

information is considered PHI. In general, any part of a 

person’s medical record or payment history is identifiable 

health information, and under HIPPA is protected health 

information. 



Identifiable Information

 Name

 Birth date

 Discharge date

 Date of death

 Ages

 Telephone number

 Fax number

 E-mail

 Geographic subdivisions

 Social security #

 Medical Record #

 Beneficiary #

 Account #

 Certificate/license #

 Vehicle identifiers

 Device identifiers

 Web (URL)

 IP address#

 Biometric identifiers

 Full face photographic image

 Street Address, city, county, precinct, 

zip, geocodes



PHI includes the following:

 Any information (past, present, or future) about care 

provided, the physical health, or the mental health of an 

individual.

 Documentation of doctor’s visits, charts, and notes made 

by physicians or other provider staff.

 Health care payments, coordination of health care 

benefits, health care claim status, or claims attached.

 Enrollment and disenrollment in a health plan, eligibility 

for a health plan, or health plan premium payments.



HIPAA Security Rule

 The HIPAA Security Rule covers electronic PHI. The HIPAA

Security Rule establishes national standards to protect

individuals’ confidentiality, their integrity, and availability

of electronic personal health information that is created,

received, used, or maintained by a covered entity.



Our Responsibilities as Covered Entities

 Administrative safeguards

 Perform risk analysis

 Office rules and procedures to keep data secure

 Designate a Security Official

 Determine who is authorized to access PHI

 Train all staff in security policies

 Apply appropriate sanctions for violations

 Perform periodic assessment



Our Responsibilities as Covered Entities

 Administrative security

 Ex. allowing only the office manager to send 

PHI in electronic form



Our Responsibilities as Covered Entities

 Physical Safeguards

 Limited access to facilities

 Computer use and access

 Electronic media procedures

 Examine access and other activities

 Data encryption



Protecting Electronic Data

Confidential information stored on computers and other electronic 

devices requires special measures to keep it private.

To protect confidential information stored as electronic data, you 

should:

 • Avoid internet threats

 • Ensure data is encrypted

 • Create strong passwords

 • Secure computers and other mobile devices



Security for Computers

 Turn your screen away from public areas. Position 

printers and fax machines out of public areas (like waiting 

rooms).

 Log out or lock your computer when you leave. You can 

quickly lock your computer by pressing the Windows key 

and the L key at the same time.

 Lock your computer



Security for Mobile Devices

Any mobile device with confidential information on it should 

be encrypted. If not able to be encrypted (e.g., a camera) it 

should be physically secured when not in use in a locked 

drawer or safe. Make sure you know where these devices are 

at all times.

Report any loss or theft of a mobile device containing 

confidential information to your affiliate’s computer 

support center immediately.



Our Responsibilities as Covered Entities

 Create your own policies and procedures

 Must secure patient records containing 

personally identifiable health 

information so that the information is 

not readily available to those who do 

not need it.

 Must only release as much information 

as required to meet the specific need of 

the entity requesting the information. 



Verbal Communications

 Be aware of who is around you when discussing PHI.

 Make an effort to speak softly and in a location that will 

limit the possibility of being overheard by unauthorized 

personnel.

 Leave minimal information on a patient’s answering 

machine or with someone else who answers the phone. 

(Who you are, where you can be reached., and to please 

return the call.)



Verbal Communications

 Avoid discussing PHI in public areas 

such as cafeterias or elevators

 When conversations in open areas 

cannot be avoided, remember to keep 

your voice low.



What would you do?

You walk into a patient room to discuss the patient’s care. 

The patient has a sensitive diagnosis (such as HIV or 

substance abuse). The patient has two visitors with her and 

they are having a calm, friendly conversation.

A) Ask the patient if it is okay to speak about their care with others 

present.

B) Ask the visitors to leave the room before speaking to the patient.



Here’s a test to determine if you can use

or share PHI

1. Is the disclosure for treatment, payment or health 
operations purposes?

2. If not, do you have written authorization from the 
patient?

3. If not, is there an another legal requirement for 
disclosure?

If the answer is “No” to all 3, do not access, use or share the PHI.



Disposal of Confidential Information:

Never place confidential information in the trash!

Cross-cut shred or place in secure disposal bins:

 • paper

 • microfiche

 • CD-ROMs

 • diskettes



Disposal of Confidential Information:

Electronic and Leased Equipment

 Computer hard drives must be physically destroyed 

or “electronically shredded.” Contact your 

Information Services department for assistance.

 Some leased equipment has ability to store 

information, e.g., copiers. When leased equipment is 

returned to vendor be sure all confidential 

information has been removed.



What Do You Do?

You need to dispose of paper or electronic materials that contain 

protected information.

You:

Option 1: Place in a secured bin.

Option 2: Call your Help Desk and ask them to destroy your hard drive.

Option 3: Mark out the identifying information and throw it in the 

trash.

A) Only option 1.

B) Options 1 and 2.

C) Any of the above.



What Would You Do?

Your best friend calls and has forgotten the location of her 

appointment today. She gives you verbal authorization to 

look up her appointment in another clinic.

You:

A) Look up her appointment information.

B) Refer your friend to the clinic or to Registration.



Release of Information

 Know to whom you are speaking before giving out 
protected health information, whether in person of by 
telephone. 

 If they are not known to you personally. Ask them to 
identify themselves by name and confirm at least one of 
the following: 

 date of birth

 social security number

 address



Release of Information

 If the requestor of the information is not the individual 
who is the subject of the information (example - a parent 
or guardian) either the requestor’s identifying information 
or the subjects information may be asked for to help 
verify the identity of the requestor.

 A form of identification such as a drivers license, credit 
card or mail addressed to them at their home address may 
also be requested.

 Do not give out information unless you are certain that 
you are speaking to the correct person.



Individual PHI Rights

What rights does a 

individual have in regards 

to his or her PHI?



Individual PHI Rights

 Individuals are entitled to see or get a copy of 
medical records that a covered entity keeps. 

 Individuals may not be allowed to see certain parts 
of the full record, but they have the right to ask.

 Individuals can request that a covered entity 
correct any inaccurate PHI

 Individuals have the right to submit a written 
statement of disagreement that mist be kept with 
the record. 



Your Responsibilities

 Covered entities must abide by an individual’s request not

to disclose PHI with his or her health plan for payment or

health care operation if he or she is paying for the full

service cost to which PHI relates.

 Covered entities must provide an accounting of all PHI

disclosures made for treatment, payment and healthcare

operations during the prior six years, upon the individual’s

request.



Your Responsibilities

 Covered entities put give patients a written Notice of

Privacy Practices

 “This notice describes how medical information about you may be

used and disclosed, and how you can get access to this

information. Please read it carefully.”

 Clearly describes the process of how patients can access their own

medical records

 Describes the process for patients to use in filing complaints

 Describes what type of uses and disclosures of PHI are permitted

 Describes what types of uses and disclosures require authorization



Patient Authorization

When is patient 

authorization necessary?



Authorization

 HIPAA requires us to obtain an Authorization that is signed 

by the individual.  The purpose is to:

 Provide the individual with an opportunity to 

determine how his or her PHI may be used or disclosed 

and

 Inform the individual of his or her rights under the 

Privacy Rule.



When is patient authorization necessary?

 NO

Patient authorization is

not necessary if a

disclosure is made for

purposes of treatment,

securing payment, or in

accordance with the

operations of the health

care provider.

 YES

If PHI is releases for ANY

other reason.



Authorization (Continued)

 Covered entities are not required to obtain Authorization 

for the following purposes

 Carry out treatment, payment or health care 

operations

 Uses and disclosures required by law

 Uses and disclosures for public health activities

 Disclosures about victims of abuse, neglect or domestic 

violence

 Uses and disclosures for health oversight activities

 Disclosures for judicial and administrative proceedings

 Disclosures for law enforcement purposes



A few exceptions…

 Court and agency proceedings, such as workers’ compensation 

claim proceedings

 Agency requirements such as OHSA 300 logs. Employers do not 

need to remove names of injured employees from the OHSA 

300 log.

 Identification of the deceased

 National security-related situations

 When the covered entity has a good faith belief that the 

disclosure is necessary to prevent or lessen a serious And 

imminent threat to the health of safety of the patient or 

others and disclosure is given to a person(s) reasonably able to 

prevent or lessen the threat.



Such as…

 Law enforcement

 Family Members

 The target of the threat

 Others who the covered entity has a good faith belief can 

mitigate the threat



Authorization (Continued)

 Disclosing PHI about decedents

 Uses and disclosures for cadaveric organ, eye or tissue 

donation purposes

 Uses and disclosures for research purposes

 Uses and disclosures to avert a serious threat the health 

and safety

 Uses and disclosures for specialized government functions; 

and

 Disclosures for workers’ compensation



Accounting

 Individuals have a right to receive an Accounting of 

certain instances when PHI about them has been 

disclosed.

 Exceptions

 Treatment

 Payment and health care operations

 Authorized by the individual

 Tim-limited exceptions to law enforcement and oversight 

agencies.



Amendment Denial

 Individual have the right to request an Amendment or correction to 
their PHI

 Covered entities have the right to deny the request.

 Covered entities should permit an individual to request for 
Amendment if the information:

 Was not created by the covered entity unless the patient can 
demonstrate that the originator of the PHI is no longer available 
to act on the requested amendment

 Is not part of the designated record set

 Would not be available for inspection 

 Is accurate and complete



General Policies to Ensure Patient 

Privacy in the Workplace

Fax

 PHI is faxed only if regular mail would cause a delay in 

treatment.

 Make sure you have an authorization, if needed. 

(Authorization not needed for treatment)

 Before faxing, the fax number is double checked.

 A fax privacy statement is faxed with any PHI that is 

faxed.(On cover sheet)



Tips for Releasing PHI

 Review information before sending to make sure you are only 

sending what is necessary.

 • Double-check the e-mail address or fax number. Faxing 

information to the wrong number is never good.

 • Fax only when mail delivery is not fast enough to meet the 

patient’s needs.

 • Always use a fax cover sheet with a Confidentiality Notice

 • Email scanned documents to yourself before e-mailing them 

to the final recipient.



What does HIPAA think about you 

texting patients?
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HIPAA and Texting

 Texting has obvious social advantages, but it also has a clear use in 

healthcare delivery. Texting is fast, direct and simplifies the 

traditional pager and callback workflow that hospitals and other 

organizations have used for decades.

 The problem is that traditional SMS messaging is fundamentally flawed 

in terms of security and HIPAA compliance.

 “Messages containing electronic PHI can be read by anyone, 

forwarded to anyone, remain unencrypted on telecommunication 

providers’ servers, and stay forever on sender’s and receiver’s 

phones,” said Andrew A. Brooks, MD, an orthopedic surgeon and 

cofounder and chief medical officer of Tigertext, a secure mobile 

messaging platform designed to help hospitals and businesses improve 

workflow and reduce risk.



HIPAA and Texting

 It boils down to the fact that senders cannot authenticate the 
recipient of SMS messages. Studies have shown that 38 percent 
of people who text have sent a text message to the wrong 
person.

 As a result, The Joint Commission has banned physicians from 
using traditional SMS for any communication that contains ePHI
data or includes an order for a patient to a hospital or other 
healthcare provider. A single violation for an unsecured 
communication can result in a fine of $50,000; repeated 
violations can lead to $1.5 million in fines in a single year, not 
to mention the reputational damage done to an organization 
and its ability to attract patients.



HIPAA and Texting

 Healthcare vendors have begun releasing paid apps that 

promise secure texting that allows physicians and medical 

professionals to communicate within a HIPAA-compliant 

platform. However, many of these apps have yet to be 

vetted by a government agency.



HIPAA and Emails

 While the HIPAA privacy rule allows providers to communicate with

their patients electronically, it mandates that certain safeguards be

implemented when doing so.

 For example, certain precautions may need to be taken when using

e-mail to avoid unintentional disclosures, such as checking e-mail

addresses for accuracy before sending, or sending an email alert to

the patient for address confirmation prior to sending the message.

 In addition, while the Privacy Rule does not prohibit the use of

unencrypted e-mail for treatment-related communications between

health care providers and patients, other safeguards should be

applied to reasonably protect privacy, such as limiting the amount

or type of information disclosed through the unencrypted e-mail.



HIPAA and Social Media

 You may have encountered patients that prefer to communicate 

with you through social media sites like Facebook or Twitter, 

but always keep in mind that anything posted on these 

websites is public domain.

 If a patient asks you a treatment related question through 

Facebook, it’s probably best if you call them directly with a 

response. You wouldn’t want the wrong person reading the 

message and causing you to violate the HIPAA privacy rule.



HIPAA and Social Media

 It is important to educate your staff regarding social 

media networking use during work hours because there 

are many ways in which misuse could result in employer 

fault under HIPAA.

 This includes employees simply discussing their work 

frustrations or unusual health care cases they’ve 

encountered.



HIPAA and Social Media

For example, in one case, a group of nurses began using 

Facebook to provide shift change updates to their 

coworkers. They did not use patient names, but they did 

post enough specifics about patients so that incoming nurses 

could prepare for their shift. These disclosures were made 

with the best of intentions, but obviously violated HIPAA 

constraints. Omitting a patient’s name does not guarantee 

that the person cannot be identified. The uniqueness of a 

medical condition combined with the time and date of a visit 

could be enough for people to identify a patient.



HIPAA and Social Media

It’s only a matter of time before the Department of Health 

and Human Services releases specific guidelines for the 

aforementioned mediums. Until then, always remember 

to never transfer PHI through non-secure methods of 

communication.



What Would You Do?

You log onto Facebook after work and see that a coworker 

has posted the following update:

My elderly neighbor came into my clinic today for 

treatment. Please keep her in your thoughts for a quick 

recovery.

You:

A) Do nothing

B) Print the update and report it to the Privacy, Security or 

Compliance Office

C) Respond to the update or tell the employee that this is a 

privacy violation and should be removed



Test Your 

Knowledge:

Select the 

inappropriate 

social media 

posts and 

comments.



Who Has Access?



Who Has Access?

PHI should not be accessed by employees or other persons 

who do not have authority clearance to the PHI.

Access information only if you need it to do your job.

Share information only with others who need it to do their 

jobs.



Job Title Types of PHI

Providers Entire Medical Record

Nurse Entire Medical Record

Nurses Aid/Dental Assistant/ Entire Medical Record

In-House lab Personnel Demographics, Diagnoses, Symptoms

Outside Lab Demographics, Diagnoses, Symptoms

Medical records Clerk Entire Medical Record

Receptionist Demographic, Appointment and Billing

WIC personnel Entire Medical Record

Quality Improvement Personnel Entire Medical Record

Cashier Demographics, Encounter Form

Billing Staff Entire Medical Record

Surveyors Entire Medical Record

Electronic Medical Records Consultant Very Limited, Supervised Access to Entire Medical Record

Grievance Committee Entire Medical Record

Pharmacists Demographics, Medications, Insurance Information

Administrative Staff (Lower Level) Limited information including Demographics and Diagnoses 

Upper Level Administration Entire Medical Record



In The News

At the VA Hospital in Jackson, an employee who was also a

patient at the hospital underwent surgery. At some point

after the surgery, the gentleman expired from complications

of surgery. Some of his coworkers were “interested” to know

what happened. Several employees throughout the hospital

accessed the gentleman’s patient records, including progress

notes, labs surgery reports, etc. When an audit was done on

the records, every employee who accessed the records

without a just cause was terminated.



In The News

An employee returned from vacation to find several of her

coworkers missing. What she did not know was that they had

been laid off. After a couple of days, the employee accessed

her missing coworkers’ patient charts, got their telephone

numbers and called them to find out why they were not at

work. For those she was unable to reach, she contacted the

emergency contact person in their medical records.



In The News

 PowerPoint presentation containing patient PHI for which 

authorization had not been obtained. The presentation was made to 

about 80 people.

 • Unauthorized access of a patient’s account by a physician who 

assumed it was okay because they were a “friend of the family.”

 • Unauthorized patient PHI used in a publication that was mailed to 

approximately 16,000 recipients.

 • An external hard drive containing patient names, medical record 

numbers, dates of admission, medications, diagnosis and treatment 

information was lost or stolen.



In The News

 Access of a high profile patient’s account by over 60 employees 

of all levels.

 A printout containing PHI left on a table in a café.

 Thirty-one medical records lost by a physician and found by a 

Department of Corrections inmate.

 Disclosure of a very sensitive diagnosis to individuals not 

authorized.

 Lost and/or stolen smart phones, thumb drives and laptops 

which were not password protected or encrypted.



What Would You Do?

I observed something I think could be violation. Even 

though I am unsure, I trust my instincts and contact:

 A) My supervisor

 B) My affiliate’s compliance hotline

 C) Send an e-mail to my Compliance Officer

 D) Any of the above



What is HITECH?

What is HITECH and how does it affect covered entities and 

their business associates?

Health Information Technology for Economic 

and Clinical Health Act 2009



What is HITECH?

 Expanded the responsibilities of business associates under

the Security and Privacy Rules by requiring HIPAA covered

entities and their business associates to provide

notification following a breech of unsecured protected

health information.

 Also includes new limitations on the sale of protected

health information for fundraising and marketing

communications and stronger individual rights to access

electronic medical records, and restrict the disclosure of

certain information.



Example

You are notified of a recall on a medication that was 

dispensed in your clinic. You are able to run a report 

from your EHR listing all of the patients who 

received medication from the affected lot numbers. 

The list includes patient email addresses. There are 

too many patients on the list to call each one, and 

snail mail will take too long, so you decide to email 

all of the patients. How does HIPAA and HITECH 

determine how you should notify your patients via 

email?





Business Associates

 Comply with HIPAA requirements by providing

written contractual agreements to the covered

entity. This includes agreements that the business

associate will only use the protected health

information for proper purposes and safeguard it

from misuse.

 Comply with all security requirements of the HIPAA

regulations that will ensure administrative,

physical, and technical safeguards are followed to

keep protected health information safe.



If there’s a breach

 Employees must report any breach of PHI to a supervisor 

or person responsible for HIPAA security. 

 In addition, business associates must notify covered 

entities if a breach occurs.



Patient Notifications

 Notification of a breach of PHI must be sent to the affected 

individuals, and, in certain circumstances, to the media. 

 The notice must be sent by first-class mail, or alternatively, 

by email if the affected individual has agreed to receive 

such notices electronically. 

 An individual notification must be provided without 

unreasonable delay and in no case later than 60 days 

following the discovery of the breach. 



Patient Notifications

 The notification must include, to the extent possible, a brief 

description of the breach, a description of the types of 

information that were involved in the breach, the steps affected 

individuals should take to protect themselves from potential 

harm. 

 It must also include a brief description of what the covered 

entity is doing to investigate the breach, mitigate the harm, and 

prevent further breaches, as well as the contact information for 

the covered entity or business associate, as applicable. 



Patient Notifications

 If the covered entity has out of date contact information for 10 or more 

individuals, the covered entity must substitute individual notice by either 

posting the notice on the homepage of its web site for at least 90 days or by 

providing the notice in a major print or broadcast media where the affected 

individuals will likely reside.

 The covered entity must include a toll-free number that remains active for at 

least 90 days where individuals can learn how their information was involved 

in the breach. 

 If the covered entity has out of date contact information for less than 10 

individuals, an alternative method of communication, such as telephone call 

may be used.



Penalties and Fines



Penalties and Fines

Department of Health and Human Services 

Office of Civil Rights

Civil penalties can range from $100 to $50,000 per 
violation, up to a maximum of $1.5M per year.

Criminal penalties can range up to a $250,000 fine and ten 
years in prison for “knowingly and improperly” disclosing 

information or obtaining information under “false 
pretenses,” with higher penalties reserved for violations 

designed for financial gain or malicious harm. 



Penalties and Fines

State laws may impose additional penalties for the 

same offenses, and most states would also allow 

common-law suits for torts such as invasion of 

privacy and infliction of emotional distress, among 

other causes of action. 



In The News

In a recent case, a hospice organization paid a $50,000 fine

for violating the HIPAA security rule. An unencrypted laptop

computer containing Protected health information of 441

patients was stolen. Laptops containing PHI were regularly

used by the organization as part of their field work. Over the

course of the investigation, it was discovered that the

hospice organization had not conducted a risk analysis to

safeguard PHI. Further, they didn’t even have policies or

procedures in place to address the whole mobile device

security as required by the HIPAA Security Rule.



In The News

In 2015, an Indiana-based Oncology practice was fined 

$750,000 for failing to encrypt portable devices and laptops 

containing patient data. The breach included PHI, Social 

Security numbers, and insurance data for some 55,000 

patients.

In 2014, two hospitals in New York agreed to pay a $4.8M fine 

after the PHI of 6,800 patients would up on Google in 2008.



Failure to report a violation is a 

violation!!



Test Your Knowledge

Which of the following is NOT confidential?

a) Patient or employee Social 

Security Numbers

b) Patient age and weight

c) Organizational financial 

data

d) Plan of care

e) Patient insurance 

information

f) Medical history

g) Hospital address

h) Passwords

i) Clinical test results
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