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Red Flag Rule
Considerations in Developing an Identity Theft Prevention Program

In November 2007, the Federal Trade Commission (FTC) issued regulations (the Red
Flags Rule) requiring financial institutions and creditors to develop and implement a
written Identity Theft Prevention Program, as required by the Fair and Accurate Credit
Transactions (FACT) Act of 2003.1 Health centers that regularly extend, renew, or
continue credit2 to patients and that offer covered accounts3 (including billing accounts)
are considered “creditors” and must comply with the rule.
The components of the Identity Theft Prevention Program include procedures for
detecting, preventing and mitigating patterns, practices, or specific activities- known as
“Red Flags” – that could indicate identity theft. The Identity Theft Program must be
approved by the health center’s board of directors and be in place by May 1, 2009.
NACHC has prepared this Issue Brief to assist health centers develop and implement an
Identity Theft Prevention Program (the “Program”). It is important to note that the
Program should be appropriate to the size and complexity of the heath center, the nature
and scope of its activities, and the level of risk of identity theft from those activities. In
other words, the scope and content of a health center’s Program should reflect the unique
attributes of the particular health center.
Health centers should review NACHC’s February, 2009 Issue Brief, Complying with
the FTC’s Red Flag Rules, for background on the Red Flags Rule and for
information about which health centers must comply.4 The FTC Red Flags Rule,
located at page 63771 of the Federal Register notice, is included in Exhibit A.5
Guidelines on how to develop a Program are included on pages 63773 through 63774.
How to Develop an Identity Theft Prevention Program Overview
As discussed below, health centers should complete the following steps to develop and
implement a comprehensive and compliant Program:
Step 1: identify covered accounts
1

The FTC defines “identity theft” as “a fraud committed or attempted using the identity of another person
without authority.” 16 C.F.R. § 603.2(e).
2
“Credit” is “the right granted… to defer payment of debt or to incur debts and defer its payment or to
purchase property or services and defer payment therefore.” 15 U.S.C. § 1691 a(d).
3
Covered account is any “account that a … creditor offers or maintains, primarily for personal, family, or
household purposes, that involves or is designed to permit multiple payments or transactions … and [a]ny
other account that the … creditor offers or maintains for which there is a reasonably foreseeable risk to
customers or to the safety and soundness of the … creditor from identity theft, including financial,
operational, compliance, reputation, or litigation risks.” 16 C.F.R. § 681.2(b)(3).
4
“Complying with the FTC’s Red Flag Rules” is available on-line at www.nachc.org/regulatoryissues.cfm.
5
The complete Red Flags Rule is available on-line by browsing the November 9, 2007 issue of the Federal
Register at www.gpoacccess.gov/fr/index.html.
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Step 2: identify Red Flags
Step 3: detect Red Flags
Step 4: prevent and mitigate identity theft
Step 5: update the program
Step 6: train relevant health center staff
Step 7: implement the Program
Developing a Program should not be a daunting task for a health center in part because
the health center may incorporate provisions of its existing policies and procedures that
are designed to protect patient identity, such as its Health Insurance Portability and
Accountability Act (HIPAA) privacy and security programs. For example, HIPAA
security policy addressing the confidentiality of patients’ electronic protected health
information likely already contains procedures that mitigate the dangers of identity theft.
Step 1.

Identify Covered Accounts

As an initial step, the health center must determine whether it has any “covered
accounts.” Health centers should describe the types of covered accounts it offers and/or
maintains in its Program.
An account is defined as a “continuing relationship established by a person … to
obtain a product or service for personal, family [or] household … purposes.”6
A covered account is defined as any “account that a … creditor offers or
maintains, primarily for personal, family, or household purposes, that involves or
is designed to permit multiple payments or transactions … and [a]ny other
account that the … creditor offers or maintains for which there is a reasonably
foreseeable risk to customers or to the safety and soundness of the … creditor
from identity theft, including financial, operational, compliance, reputation, or
litigation risks.”7
Requiring payment in full at the time of service (including full payment of insurance copays or discounted fees under a “sliding fee” scale) either in cash, with a credit card, or
via a third party, such as Medicaid, Medicare or other third party payor, does not
constitute the extending of credit. On the other hand, allowing patients to pay on a
periodic basis –to defer full payments (with or without the imposition of any interest on
carrying charges) –would be extending credit under the regulation and would be subject
to the Red Flag Rule requirements if the health center regularly follows this practice.
Deferment includes situations under which a patient is billed after the service is rendered.
The FTC takes the position that an account designed to permit multiple payments is also
a covered account. For example, a billing account opened for a patient treated at the
health center while on vacation would be considered a covered account if the billing

6
7

16 C.F.R. § 681.2(b)(1).
16 C.F.R. § 681.2(b)(3).
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system would permit multiple payments, even though the patient paid in full for the
services and there is no likelihood of a continuing relationship.
Step 2.

Identify Red Flags

Next, a health center should analyze its covered accounts to identify potential Red Flags,
and should list the Red Flags relevant to its operations in its Program.
The following factors should be considered in identifying Red Flags:
•

The types of covered accounts at the health center. Health centers’ covered
accounts will most likely be billing accounts that allow for deferred payment, as
described above. However, a health center should examine its practices to
determine if it offers or maintains other types of covered accounts.

•

The methods provided to open the health center’s covered accounts. A health
center should identify the Red Flags associated with its current processes for
opening covered accounts. For example, health centers should examine what
patient information is required to open a covered account, what steps are taken to
verify that patient’s identity, and what gaps exist in the procedure that may
undermine patient identity protection.

•

The methods available to access the health center’s covered accounts. Health
centers should consider both electronic access (e.g., network security measures,
which are frequently addressed in HIPAA security policies to safeguard electronic
protected health information) and non-electronic access (e.g., processes whereby
health center staff require patients to verify their identity prior to disclosing
personally identifiable information to them).

•

Any previous experience at the health center with identity theft.

A Health center should also include relevant Red Flags from the categories below.8
•

The documents associated with a covered account are suspicious. Examples
include, but are not limited to, the following:
o The documents provided for the patient’s identification appear to have
been altered or forged.
o The patient’s photograph or physical description on their identification
document (e.g., driver’s license) is inconsistent with the person presenting
the document.
o A patient has an insurance number but fails to provide an insurance card
or other physical documentation of insurance (unless the health center can

8

A complete list of the example Red Flags is included in Exhibit A, 72 Fed. Reg. 63774, November 9,
2007.
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confirm that there is a legitimate reason for the absence of such
documentation).
o The patient’s signature appears forged, based on previous examples of the
person’s signature on file.
•

The patient has presented suspicious personal identifying information. Examples
include, but are not limited to, the following:
o Personal identifying information provided by the patient is inconsistent
with other personal identifying information provided by the patient (e.g.,
there is a lack of correlation between the social security number range and
the date of birth).
o The social security number provided is the same as that submitted by
another patient.
o The insurance number provided is the same as that submitted by another
patient.

•

There is unusual or suspicious activity related to a covered account. Examples
include, but are not limited to, the following:
o Mail sent to the patient is returned repeatedly as undeliverable although
transactions continue to be conducted in connection with the patient’s
covered account.

•

Health center is notified by a patient, victim of identity theft, law enforcement
official, or other persons that identity theft has, or will be, committed via the
health center.

•

Health center uses consumer reports as part of its billing and/or payment
procedures and receives an alert, notification, or other warning from the consumer
agency. Examples include, but are not limited to, the following:
o Report of fraud or other alert accompanying a credit or consumer report.
o Notice of a credit freeze in response to a request for a consumer report.
o Report from consumer reporting agency indicating an address
discrepancy.
o Consumer report indicating a pattern of activity that is inconsistent with
the history and usual pattern of activity of a patient.

Step 3.

Detect Red Flags

Once a health center has determined the Red Flags of identity theft that are pertinent to its
operations, it must develop and describe procedures to detect these Red Flags. The
examples of such procedures below are suggestions only. Other procedures may be more
appropriate for a particular health center.
•

Covered Account. Registration staff require that patients provide certain
identifying information (e.g., name, date of birth, address, insurance card or
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driver’s license) prior to creating a patient account that allows for deferred
payment (i.e., creating a new covered account).
•

Access to Existing Accounts. Registration staff, and other appropriate health
center staff, take steps to monitor and protect patients’ existing covered accounts,
in compliance with the health center’s HIPAA privacy policy, such as:
o Verify the identification of a patient who presents at the health center for
an appointment by requesting that the patient provide certain identification
(such as a driver’s license, passport, or medical card). If the patient is
unable to present such identification, registration staff request that the
patient verify two types of identifying information (e.g., billing address,
date of birth, etc.) without prompting from staff.
o Verify the identification of a patient who requests patient-related
information via the telephone by requiring that the patient verify two types
of identifying information (e.g., billing address, date of birth, etc.) without
prompting from staff.
o Verify the validity of a change in address by requesting certain identifying
information (e.g., lease forms, new driver’s license, etc.)
o Verify changes in credit card or insurance information provided for the
purposes of billing and payment by requesting certain identifying
information (e.g., credit card, insurance card, etc.).

Step 4.

Prevent and Mitigate Identity Theft

The health center should then describe how the health center will respond to Red Flags it
identified. In determining appropriate responses, a health center should consider
aggravating factors that may heighten the risk of identity theft, such as a data security
incident that results in unauthorized access to a patient’s record.
Appropriate responses may include, but are not limited to, the following:
•
•
•
•
•
•
•
•

Monitoring a covered account for evidence of identity theft
Contacting the patient
Changing any passwords, security codes, or other security devices that permit
access to a covered account
Reopening a covered account with a new account number
Not opening a new covered account (e.g., when identification of new patient is in
question)
Closing an existing covered account
Not attempting to collect on a covered account or not selling a covered account to
a debt collector
Notifying law enforcement of possible instances of identity theft
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•
Step 5.

Determining that no response is warranted under the particular circumstances
Update the Program

Given the frequent technology changes and evolving identity theft tactics, a health center
must update its Program (including the list of Red Flags) periodically to reflect changes
in identity theft risks to patients and to address the following factors:
•
•
•
•
•

The health center’s experiences with identity theft
Changes in the methods of identity theft
Changes in the methods to detect, prevent, and mitigate identity theft
Changes in the types of accounts that the health center offers or maintains
Changes in the health center’s business arrangements, including mergers,
acquisitions, alliances, joint ventures, and service provider arrangements

Although the Red Flags Rule does not specify how frequently these updates should occur,
it is advisable that they occur at least annually. Health centers should include a brief
description of its periodic updates in its Program.
Step 6.

Train Relevant Health Center Staff

A health center must train relevant staff, “as necessary,” to effectively implement the
Program. Relevant staff may include compliance, intake, billing, medical records, and
information technology staff, among others.
The training should address the Red Flags identified by the health center and should be
appropriate to a health center’s individual circumstances. Relevant staff should also be
trained regarding any Program updates.
Step 7.

Implement the Program

The board of directors, an appropriate committee of the board, or a designated employee
at the senior management level must be responsible for overseeing the Program. In order
to satisfy this oversight requirement, the board should designate a Red Flag Compliance
Officer charged with developing and monitoring the Program. This could be the health
center’s Compliance Officer, although other employees familiar with the health center’s
billing processes may be appropriate. The Red Flag Compliance Officer may wish to
establish an Identity Theft Committee to assist in developing the Program. Participants
may include the Chief Financial Officer and other applicable staff (i.e., compliance,
billing, information technology, and other health center employees).
The designation of the Red Flag Compliance Officer should occur before May 1, 2009,
and should be documented in the board’s meeting minutes.
The Red Flag Compliance Officer (or other designated individual(s)) should review the
Program and provide a report of his/her findings to the board of directors at least

7

annually. The report should examine the effectiveness of the Program in addressing the
risk of identity theft in connection with the opening of covered accounts and with respect
to existing covered accounts, significant incidents involving identity theft and
management’s response, and service provider arrangements, as described below.
As part of identity theft oversight, the FTC also suggests considering identity theft risks
that arise from contracts with organizations that perform services in connection with one
or more covered accounts. For example, health centers may purchase billing services
from an outside vendor. Health centers should take steps to ensure that the services
provided by the contracting party are conducted in accordance with reasonable policies
and procedures designed to detect, prevent, and mitigate the risk of identity theft. For
example, a health center could include language in the contract requiring the contracting
party to have policies and procedures to detect relevant Red Flags that may arise in the
performance of the its activities, and either report the Red Flags to the health center, or
take appropriate steps to prevent or mitigate identity theft.
Conclusion
Following the above guidance on drafting an Identity Theft Prevention Program will
assist health centers identify, mitigate, and respond to threats of patient identity theft,
thereby satisfying the Red Flags Rule requirements.
The FTC expects to publish more detailed guidance on the Red Flag Rule, which may
clarify the agency’s interpretation and requirements. The FTC has advised that specific
questions about compliance may be addressed to RedFlags@ftc.gov.
For further information, contact Roger Schwartz at NACHC: (202) 296-0158 or
rschwartz@nachc.com.
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EXHIBIT A
FEDERAL TRADE COMMISSION
RED FLAG RULE
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